o
Protect Your Data At Rest

and In Motion with Data and

Applications Security

Help prevent fraudulent access to intellectual property and

customer data with a highly advanced portfolioof
managed security solutions and services.

Are your data and applications vulnerable? Your customer data and
intellectual property are critical to sustaining your operations, but network
connectivity puts them at risk for attack. You need to protect your data and
applications layer with specific policies and controls.

We have a strong portfolio of security products to help protect data at rest
and in motion.

AT&T Data/Application Security Solutions

Respond to security demands
with customized solutions and
centralized management.
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Detect threats with advanced
analytics that correlate threats across
your entire network.
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Prevent threats at every point of
your network with security solutions
at every layer.

Security level

With Unigue Capabilities to Help
Protect Your Enterprise
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Security solutions at Advanced analytics Customized
every layer solutions

affiliated companies. The information contained hereinis not an offer, commitment, representation or warranty by AT&T and is subject to change.

A data threat at one layer
can have implications

for your data and
applications across your
entire enterprise.
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Social engineering

Could this happen to
your company?

Criminal hacks an employee access card
to gain access to corporate headquarters.
Thieves steal blueprints and access
proprietary productivity data from
manufacturing facility.
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Help prevent threats against your data and
applications with next generation security

Employ policies and controls to help protect your intellectual property and
customer data connected to the network, whether in data centers or in public,

private or hybrid clouds.

Let us help you:

1. Identify the right level
of protection.

Manage and control configurable security
policies and functions and help prevent
unauthorized access into your network
infrastructure interfaces.
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Deploy fully-automated, highly secure strong
authentication tailored to the unique needs
of your enterprise.

Detect
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Provide cohesive policy and a single point of
contact to help mitigate risk with global, end-
to-end, integrated security solutions.

Respond

2. Configure each solution to fit
your business.

Data/Apps solutions to prevent:

Network Based Firewall: Help prevent unauthorized
access into a customer’s network infrastructure interfaces.

Premises Based Firewall: Provide customized firewall
protection at each corporate location.

FlexWare Virtual Firewall: Simplify your network
infrastructure security with the first virtual security
solution on the FlexWare platform.

Encryption Services: Provide high-performance data
confidentiality protection.

Data/Apps solutions to detect:

Cloud Web Security Services (CWSS): Provide real-time
protection against malware and compromised/malicious
web sites.

Secure Email Gateway: Help protect against threats
coming through email and help control outbound e-mail
containing content that violates your data loss prevention
policies.

Intrusion Detection/Prevention Service: Detect and
respond to threats with a fully managed, comprehensive,
IP network attack recognition and response solution.

Enhanced Cyber Security: Utilize classified cyber threat
indicators supplied by the government to defend against
threats.

Data/Apps solutions to respond:

Threat Manager: Utilize AT&T expertise to correlate
information from multiple devices and device types,
regardless of who manages them, both on premises and
embedded in the AT&T Network.

Powered by AT&T Threat Intellect, our machine learning, data scientists and robust analytics
help protect your data and assets layer, at rest and in motion.

To learn more about Data/Apps Security solutions, visit
www.att.com/security or have us contact you.
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